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Cumbria County Council




Post Specification
	Date
	19/05/2017

	Post Title
	Information Security Manager

	Role Profile
	RT16

	Final Grade
	Grade 16


To be read in conjunction with your role profile
	Service Area (brief description)

	Business Service - ICT 

	Purpose of this post 

	· To bring the organisation’s electronic information security risks under explicit management control and provide robust information security “Challenge” to systems and procedures.
· Through collaborative approaches, ensure that information security is appropriately robust whilst maintaining the best possible end-user experience.
· To support the organisation’s nominated Senior Information Risk Owner (SIRO) making appropriate policy and operational recommendations and reporting on potential and actual technical security breaches.

	Key job specific accountabilities 

	· Ensure a risk managed approach to compliance against a range of external information security requirements while ensuring electronic data and information is still able to be used effectively, efficiently and intelligently in support of the delivery of the Council’s objectives.

· To provide an appropriate Information Security challenge to all emerging improvement works, ensuring that the organisation is suitably compliant through a focus of delivering the best possible experience to the end-user and the organisation’s customers.
· To provide strategic direction for the function, ranging from planning and budgeting to motivational and promotional activities in the area of electronic information security.

· Liaise and advise on information security matters such as routine security activities plus emerging security risks, control technologies and partnership working arrangements.
· Lead the design, implementation, operation and maintenance of the Information Security Management System aligned recognised standards, such as the ISO/IEC 27000 series, and lead the preparation and subsequent implementation of necessary information security policies, standards, procedures and guidelines. 

· Lead the design and operation of related compliance monitoring and improvement activities to ensure compliance both with internal security policies etc. and applicable laws and regulations.
· Ensure the development of suitable information security awareness; training and educational activities are in place. Liaise with relevant officers across the Council and external partners to implement a consistent approach to information security.
· Lead on information security compliance within partnership initiatives (e.g. NHS & Third Sector)
· To provide an information security incident management lead to the Senior Manager & SIRO
Please note annual targets will be discussed during the appraisal process

	Key facts and figures of the post

	Budget responsibilities
	· N/A

	Staff management responsibilities
	· Staff management

	Other
	· Where appropriate, assume the role of Project Manager, working with staff and managers across various teams.

	Post Specific - Qualifications, knowledge, experience and expertise

	· Degree level (HONS) or demonstrable equivalent experience.
· Relevant Information Security protocols and standards. (e.g. PCI DSS, GDPR, PSN & IG Toolkit)
· To have completed formal information security and Cyber security training.

· Public Sector Information sharing protocols and strategies including the third sector & NHS
· Managing areas operating within a risk management framework.

· Delivering change agendas that impact on an organisations Information Security agenda.

· Operate within a performance management framework.

· Ability to liaise with staff and managers at all levels and across directorates.

· Assess potential change initiatives and contribute to solutions that are risk appropriate.

· Develop solutions that place a balanced emphasis on the end user experience and Information Security assurances.

· Produce clear action planning and reports.

· To have a solution focused outlook and a ‘can do’ approach.
· Ability to achieve positive outcomes and implement recommendations from internal and external audits.
· Information Security incident management

· Demonstrable continual professional development in the field of information and cyber security through proactive engagement with the wider information security community. (e.g. National Cyber Security Centre (NCSC), iNETWORK, NW WARP & NHS Digital)

· Ability to conduct information security investigations in an objective, analytical and confidential manner internally or with national agencies. (e.g. NCSC, ActionFraud & National Crime Agency)

	Job working circumstances (only include if additional JWCs apply)

	Emotional demands
	· Medium emotional demand

	Physical demands
	· No demand for lifting heavy and/or bulky equipment, and/or working in awkward or confined spaces

	Working conditions
	· No exposure to adverse weather, occasional working with adverse temperature and/or noise, normal levels of adverse people behaviour

	Other Factors

	· 
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